
Client Background

With over 6000 customers in more than 40 
countries, the company is a customer-focused, 
quickly developing, 100% remote product 
company. Deloitte has ranked them among 
India's top 10 fastest-growing IT companies, as 

investors from India and the United States have 
put money into them.
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6K+ Covered Approx. 6  + Customers.

Operates around + countries.+

6M+
High Impact Communication tools for 
6 million + sales and support agents.

Solution

The company approached Kratikal’s Managed 
Security Services division to identify technical 

on successful exploitation of these 

Safeguarding 16 million + sales and 
support agents.

Prevent supplier product listing data from 

Business Challenges

Environment

Industry

SAAS



Stored XSS occurs when data collected from 
users is not adequately screened, allowing 

occurs when an application exposes a 
reference to an internal implementation 

iframe tags were placed into a page or other 
measures were taken to compromise the site 
visitors’ computers.

Excessive data exposure occurs when a 
program fails to safeguard sensitive data.

discovered that collects sensitive information 

that version management tool Git produces.

page.

In the case of forgotten passwords, there are 

re-entered many times.

There was no security policy in place to allow 

The WordPress CMS version was out of date, 

The old session was active at the server end 

Major Findings

The tests were conducted in accordance with 

Various manual scripts were executed to test 

The test was conducted as a Black Box 
exercise.

The test was carried out in a Dummy 
environment.

Approach



attacker has access to the details of the other 

Risks 

that are utilized in Phishing and other types of 
attacks.

Some APIs expose client email addresses and 

concern.

attacker.

Stored XSS allows an attacker to insert 

image ruined

Impact- (Impact on the company) 

The attacker might utilize the application's 

ransomware on their computers and networks.

Leaking sensitive client information from their 
application regarding their clients and users 

countries where they work.

ransom to regain access.



into HTML style parameter values unless it's in 
an allowed area.

implement access control regulations.

considering the sensitivity of design and 

downloaded.

To avoid data loss and account takeovers, we 
advised them to change their application 

documented in detail, with explanations of the 

advised the company on advanced controls 

Recommendations

Kratikal is dedicated to safeguarding your company from advanced threats, such as data 

leakage. For this reason, we do not reveal the names of our case study participants.
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